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IT Directors and Security Liaisons,
Good afternoon. The South Carolina Department of Administration’s (Admin) Division of Information Security (DIS) wants to make you aware that threat intelligence and reports from local partners indicates that threat actors are targeting all sectors using concerns about the 2019 novel coronavirus  (COVID-19) to phish email users.
Please see the recommended preventive measures included in the DIS Security Advisory below.
Thank you for your time and attention to this matter.
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DIS Security Advisory:
COVID-19 Phishing Attacks
Advisory Number: 20200311A
Issued: March 12, 2020
Threat Level: High
Urgency: Distribute Immediately
Summary
While government officials and medical personnel worldwide are monitoring COVID-19, cybercriminals are capitalizing on the public’s desire to learn more about the outbreak. There are reports of phishing scams that attempt to steal personal information or to infect devices with malware, and ads that promote false information or scam products.
In one example, a phishing email that used the logo of the Center for Disease Control’s Health Alert Network claimed to provide a list of local active infections. Recipients were instructed to click on a link in the email to access the list. Next, recipients were asked to enter their email login credentials, which were then stolen. This example is a reminder of how agencies must elevate their awareness.
General Recommendations
When reading emails, please consider the following:
· If you are looking for information on the coronavirus, visit known reputable websites like the Center for Disease Control and Prevention (CDC) and the South Carolina Department of Health and Environmental Control (DHEC).
· Be on the lookout for phishing emails which may appear to come from a trusted source. Remember, you can look at the sender’s details — specifically the part of the email address after the “@” symbol — in the ‘From’ line to see if it looks legitimate.
· Be wary of emails or phone calls offering unexpected or unprompted information. 
· Be aware of emails from unfamiliar sources that contain links or attachments. Do not click on these links, as they could be embedded with malware.
· Although social media companies like Facebook are cracking down on ads spreading coronavirus conspiracies and fake cures, some ads may make it past their review process. Remember, it’s best to seek information on the disease from official sources like those mentioned above.
· If you are not sure about an email that is requesting action on your part, ensure that the request is in a “known and expected” format. When in doubt, contact your supervisor for additional support.
· If the sender appears to be a person or organization that you know, but something is unusual about the email, do not reply to the suspicious email. Send a separate email to the sender using a known email address to confirm whether the suspicious email is legitimate.
· Do not click on any email links unless you know who the email is coming from. Hover over links without clicking to see the true destination. On mobile devices, a long press on a link will usually show the address. If the first part of the address is not a familiar website, do not click the link.
· You can also forward any suspicious emails to the DIS Security Operations Center (SOC.Phishing@admin.sc.gov). This will help in researching suspicious senders or subjects that can then be used for continued awareness and the implementation of protective measures.
 
Thank you for your attention to this matter.
References
The following resources may be consulted for additional information:
· South Carolina Department of Health and Environmental Control (DHEC)
https://scdhec.gov/
· Centers for Disease Control and Prevention 
https://www.cdc.gov/coronavirus/2019-nCoV/index.html
· The Federal Trade Commission (FTC) offers these resources on phishing awareness:
https://www.ftc.gov/news-events/media-resources/identity-theft-and-data-security/phishing-scams
Contact Us
Should you have any questions or concerns regarding this advisory, or need additional information, please contact DIS (informationsecurity@admin.sc.gov or 803-896-0001).


