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Policy Workshop Q&As

The following questions were raised during the Information Systems
Acquisitions, Maintenance, and Development (IS ADM) policy workshop for
All Agencies:

Question #1 Who is responsible for the configuration change process for
SCEIS?

Answer #1: Scoping for SCEIS change management is the same as for any
system: An agency is responsible for implementing change management for
the portions of any system for which it has development or configuration
responsibility:

Question #2: What was the rationale to document the thirteen (13) information
security policies?

Answer #2: The specific thirteen (13) policies were developed using a risk-
based approach and in accordance to the State security framework. The same
framework is followed and applied to Deloitte’s risk frameworks and self-
assessment tool).
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Policy Workshop Q&As (Cont’d)

The following questions were raised during the IS ADM policy workshop for All
Agencies:

Question #3 Would there arise a situation where the implementation plans of
action need to be finalized sooner than October 1st?

Answer #3: The Division of Information Security (DIS) will not be altering the
January 31, 2015 deadline for implementation plans. The only way the date
will change is if the information security proviso asks for an earlier
implementation plan completion date, which is out of the control of DIS.

Question #4: Could the Vulnerability Assessment (VA) tools be made available
to the Agencies on a State contract?

Answer #4: DIS is adding a vulnerability management system solution to state
contract which is currently in process. DIS will announce when it is available
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Policy Workshop Q&As (Cont’d)

The following questions were raised during the IS ADM policy workshop for All
Agencies:

Question #5 Arequirement of the IS ADM policy states that Agencies shall
ensure that the State’s interests have been protected and enforced in all IT
procurement contracts. Does DIS expect the agencies to ensure that the third
party is following a system development lifecycle?

Answer #5: Yes, the Agency needs to require third-parties to follow the same
standards as outlined in the State information security policies. Within the
Service Level Agreement (SLA) or other contract, the requirements of the
State’s interest should be represented accordingly.



Policy Workshops Overview & Timeline



Policy Workshop: Timeline

Objective:

DRAFT — For Discussion Purposes Only

Conduct bi-weekly policy workshops with selected agencies to

review information security policies, address implementation challenges, risks
and assist on gap analysis and action plans with the Agency-designated policy

champions.
Policy: Policies: Policies:
s Asset s Data « Information
Management Protection & System
Privacy Acquisition,

Development,

% Access Maintenance

Control

X/

A

« Threat and
Vulnerability
Management

 Facilitate bi-weekly Agency group
workshops

» Review statewide policies

» Address key policy implementation
challenges

» Conduct mini-gap analysis
 Discuss policy implementation plans

Policies: Policies: Policy:
Business < Mobile % Physical &
Continuity Security Environmental
Management Security

% HR &
IT Risk Security
Strategy Awareness

» Review Statewide policies and conduct
mini-gap analysis

+ Actively participate in breakout groups to
discuss gaps and implementation
challenges

* |dentify remediation strategies and
policy implementation plans



Policy Overview: Threat and
Vulnerability Management Policy
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Threat and Vulnerability Management:

Vulnerability Assessment

« Agency shall conduct vulnerability scans on information systems and (web)
hosted applications at least annually.

« Agency shall analyze vulnerability scan reports to understand impact of
potential risks.

« Wulnerabilities shall be remediated based on the assessment findings.

10
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Threat and Vulnerability Management:

Vulnerability Assessment

« Agency shall conduct penetration testing exercises on an annual basis.

« Penetration testing exercises shall be conducted internally (e.g., software

development and test team) or by employing an independent third party
penetration team.

11
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Threat and Vulnerability Management:

Incident Management

« Agency shall develop an incident response policy providing guidance on:
» Scope;
» Roles and responsibilities;
> Internal coordination efforts; and
» Compliance

« Agency shall establish procedures to follow during incidents and the
appropriate responses

« Agency shall review and update the incident response policy and
procedures on an annual basis

12
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Threat and Vulnerability Management:

Incident Management

« Agency shall develop or hire a third party vendor to implement an incident
response plan to:
> Establish roadmap;
» |dentify and document the (Agency) mission;
» Define information security incidents;
» Establish metrics; and
» Define resources (technology and personnel).

« Agency shall review and update the incident response plan on an annual
basis

13
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Threat and Vulnerability Management:

The process below provides a graphic illustration of an Incident Response Plan

Define Agency Mission

* Identify Agency’s mission, size,
structure, and functions

Establish Roadmap

« To implement incident response
capabilities

Defiine Incidents Establish Metrics

* Types of information security Incident » Ensure incident response
incidents to be reported Response capabilities remain active
Plan

Define Resources

« Technology (i.e., equipment,
software, etc.)

» Personnel (i.e., individuals with
specific skills set

Review and Update Plan

* Incident Response Plan is
reviewed updated at least
annually

Source: insert source information here

14
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Threat and Vulnerability Management:

Incident Management

« Agency shall implement a formal process to handle security incidents which
will include steps toward:
> Preparation of;
» Detection and (business and technology impact) analysis of;
» Containment of;
» Eradication of; and
» Recovery from, the said security incident.

« Agency shall implement prompt response capabilities/tools to effectively

respond to security incidents (e.g. intrusion detection or prevention systems,
firewalls, etc.)

15
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Threat and Vulnerability Management:

Incident Management

« Agency shall document and maintain detailed records of information security
incidents (e.g., occurring in the external (e.g., boundary systems) and
Internal information systems (e.g., terminals, servers, etc.).

« All suspected information security incidents shall be reported to the incident
response team and Agency leadership.

16
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Threat and Vulnerability Management:

Incident Management

« Aprocess to monitor information systems shall be implemented to detect
attack or signs of potential attacks (e.g. unauthorized network, local, or
remote connections).

« Agency shall deploy monitoring devices (e.g., Cisco IPS 4200 Series
Sensors) to collect instances of security events.

« Agency shall control and limit access to data gathered by intrusion
monitoring tools to authorized personnel only.

« Agency shall elevate the level of information system monitoring activity
whenever there is an indication of increased risk to Agency operations (e.g.,
Denial of Service (DoS) attack), individuals (e.g., phishing scam), and
assets.

17
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Threat and Vulnerability Management:

Incident Management
« Agency shall provide incident response training within one (1) month to
personnel assuming the designated roles and responsibilities.

Training shall be provided to such personnel upon significant changes to
information systems or changes to the incident response plan.

18
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Threat and Vulnerability Management:

Incident Management

19

Agency shall establish a testing process (e.g., test runs, table-top exercises,
etc.) to determine the Agency'’s incident response effectiveness and
adequacy at least annually.

Agency shall document incident response test results for the purposes of
generating performance metrics.

Agency shall update incident response processes based on metrics and
current incident trends.
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Threat and Vulnerability Management:

Incident Management
« Agency shall employ malicious code protection mechanisms (e.g., signature
matching, behavior analysis, and CRC matching).

« Agency shall update malicious code protection mechanisms when new
releases are available.

« Agency shall block malicious code and alert network administrator(s) to
respond to an incident.

« Agency shall configure malicious code protection mechanisms to perform
periodic scans at defined time intervals

20
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Threat and Vulnerability Management:

Patch Management

21

Agencies shall implement a process to identify, report, and correct
information system flaws.

Agency shall establish a formal processes to test software and firmware
updates related to flaw remediation.

Agency shall establish a patch cycle for application of patches and updates
to systems

Agency shall establish a process of patch testing to verify the source and
integrity of the patch and ensure testing in a production mirrored
environment.



Risk Assessment Framework & Threat
and Vulnerability Policy
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Risk Assessment Framework

The Risk Assessment Framework, based on the National Institute of Standards
and Technology (NIST 800-53), was used as the basis to assess risk across the
State Agencies using the fifteen (15) security domains (noted below):

Information Security Risk Dashboard

2 ! BA Information & Monitoring &
Risk Governance Risk Control Activities icati R e
: Business Continuity Communications S
Governance IT Risk Strategy Asset Management o 2 s IT Compliance

IT Risk Management Change Management o l;r:tectcon &

IS Acquisition Dev. & Identity & Access

Maintenance Management
Ervvi . :tal Human Resource IT
s Security
Security
iy s Threat &

Vulnerability Mgmt
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Threat and Vulnerability Management Policy:

Risk assessments conducted with State Agencies uncovered a number of risks
In environments with inadequately implemented Access Control Policy and
procedures. Remediation strategies were created to help Agencies address
gaps and implement necessary safeguards.

Overall Risks Identified Gaps Remediation Strategies

24

Data breach
due to system
exposure

Unknown
system
vulnerabillities

Inability to
identify and/or
respond to
incidents

Failure to
address known
security flaws

Formal documented vulnerability
management policies and procedures
for information security do not exist.

Documented incident response plan
does not exist.

Vulnerability and web application
testing is not performed.

A formal patch management process
has not been established.

Establish formalized processes and
procedures for vulnerability management
and testing.

Develop a formal incident response plan.

Establish formalized procedures for
vulnerability management and testing.

Develop a formal patch management
process.
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Threat and Vulnerability Management Policy :

Sample Challenges Potential Solutions

Identification of False
Positives

Working with Third-Party
Vendors or Contractors

Lack of documented and
implemented incident
response procedures

25

Maintain a process to document all identified incidents
Identify metrics to use as baselines

Set threshold levels that match normal activity on the network
Document and maintain a list of known false positives

Establish or re-examine SLAs (Service Level Agreements)

Gain comfort and understanding that the third-party is monitoring for
potential threats and vulnerabilities

Maintain open lines of communication

Keep the State’s IT interests in mind for protection of Agency data.

Establish an incident response team comprising of key individuals from
the Agency

Conduct initial assessment of the incident

Develop initial response to the incident

Collect forensic evidence

Implement temporary fix

Develop and distribute communications (i.e., internal and external)
Implement permanent fix

Determine financial impact on operations
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Threat and Vulnerability Management Policy :

Sample Challenges Potential Solutions

Keeping Up-To-Date with + Deploying a centralized patch management solution (may be able to
Patches leverage the state solution)
+ Keeping an inventory of all technology used within the agency
» Having dedicated resource to keep track of new patches and security
vulnerabilities.
+ Keeping track of end of life products and technologies (like XP etc.)

Understanding Zero Day » Collaborate with SC-ISAC and DIS to get a good understanding of the
Vulnerabilities and Threats zero day vulnerabilities, and potential attack vectors.
» Keeping up to date with technology vulnerabilities from open blogs,
security journals etc.

Employee Awareness + Making sure employees have good awareness of the various threat
vectors in the industry and an understanding of how to react in
responsible ways.

* Provisioning employees with basic trainings such as the ones offered
by SANS

26



Next Steps
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Next Steps

1. Develop or update Agency’s InfoSec policies to align with published

State policies

Conduct Policy Gap Analysis
Develop Policy Implementation Plan of Action
Develop processes to enable the implementation of InfoSec Policies

Promote Agency-wide InfoSec policies awareness

o g~ W DN

Coordinate with DIS on training and guidance
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