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Policy Workshop Q&As

The following questions were raised during the Threat and Vulnerability
Management policy workshop for All Agencies:

Question #1 Can DIS confirm that all the information posted on the Deloitte
eRoom is secured and held to the same standards as described in the State
policies?

Answer #1: Yes, the Deloitte contract with the State specifically covers
confidentiality of uploaded documentation and is secured in compliance to the
standards held in the State policies.

Question #2: Could the Patch Management tools be made available to the
Agencies on a State contract?

Answer #2: There are currently two patch management solutions on state
contract: Secunia CSI and IBM/Tivoli Endpoint Manager. DTO (formerly DSIT)
Is currently working toward rolling out Secunia CSI. It is currently in early pilot
stage. Wide deployment is scheduled for August 2014.
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Policy Workshop Q&As (cont’d)

The following questions were raised during the Threat and Vulnerability
Management policy workshop for All Agencies:

Question #3: During the gap analyses exercise, are all gaps identified as “No”
or can you have a gap that is identified as “Yes”? An example would be as
follows: The question, “Do you allow wireless access points to be installed
independently by users?” should be answered with a “No” as the desirable
answer (policy says we should not allow this).

Answer #3: When we developed the gap analyses, we tried to make the
guestions as simple as possible without changing the meaning of the
clause/requirement identified in the State policies. The intention was that all
gaps (yes/no/partial) would then be transferred over to the implementation
plans. While you will find that most gaps will be identified as “No”, there will be
some gaps that can be identified as “Yes” as well as some gaps that that are
“Partial” meaning that you might do everything the clause is saying in process,
however, the documentation to support that process is not maintained within
the Agency.



Policy Workshops Overview & Timeline
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Policy Workshop: Timeline

Objective: Conduct bi-weekly policy workshops with selected agencies to
review information security policies, address implementation challenges, risks
and assist on gap analysis and action plans with the Agency-designated policy
champions.

Policy: Policies: Policies: Policies: Policies: Policy:
s Asset « Data +« Information s Business « Mobile s Physical &
Management Protection & System Continuity Security Environmental
Privacy Acquisition, Management Security
Development, s HR &
s Access Maintenance s IT Risk Security
Control Strategy Awareness
% Threat and
Vulnerability
Management
* Facilitate bi-weekly Agency group * Review Statewide policies and conduct
workshops mini-gap analysis
* Review statewide policies  Actively participate in breakout groups to
- Address key policy implementation discuss gaps and implementation
challenges challenges
e« Conduct mini_gap ana|ysis ° |dentlfy remediation Strategies and

« Discuss policy implementation plans policy implementation plans



Policy Overview: Business Continuity
Management Policy
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Business Continuity Management:

Resilience
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Business Continuity Management:

Resilience is defined as “the ability of an organization, staff, system network,
activity or process to absorb the impact of a business interruption, disruption
and/or loss and continue to provide a minimum acceptable level of service.”

(Source: Business Continuity Institute)

Resilience Lifecycle
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Process HLL festing and and lessons leamed
Analyses (BIA/BPA) EXErcises
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Continuous Process Improvement
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Business Continuity Management: Key Reguirements

Contingency Planning
Contingency Plan

« Agency shall conduct a Business Impact Analysis (BIA)
« Agency shall identify critical business functions Phys;i—ca;lnt-e_gf‘w

* Agency shall identify most acceptable period of 2 Personnel
downtime before the critical business function needs to be =

recovered

« Agency shall assign contingency roles and responsibilities Operations
to key individuals from all business functions
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Business Continuity Management:

Contingency Planning

12

Agency shall document a Business Continuity Plan (BCP) and have it
reviewed and approved by senior management (i.e., Agency Director)

Agency shall distribute copies of the BCP to key Agency personnel (e.g.
agency director, IT director, facilities, etc.)

Agency shall review the BCP and contingency plan on an annual basis and
conduct a BIA when there are changes to the information security
environmental
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Business Continuity Management: Contingency Plan

The process below provides a graphic representation for the steps required to
develop a Contingency Plan

Obtain
senior management
approval on the
previous step

Identify critical
business functions
and
acceptable downtime

Conduct BIA

Identify critical
Assign contingency building, technology,

Identify critical COntlngenCy

business function

roles and equipment and
responsibilities resources and

recovery strategies Pl an
interdependencies

Distribute BCP
Document and copies to key
approve BCP Agency
personnel

Review and
update BCP
annually
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Business Continuity Management:

Contingency Planning
« Agency shall train designated contingency personnel on their roles and
responsibilities

« Agency shall incorporate lessons learned in the contingency training and
exercises.

« Agency shall test the BCP annually

« Agency shall review test results, record lessons learned, define remediation
strategies and apply changes, as necessary.

« Agency shall conduct contingency exercises (i.e. tabletop, dry runs, etc.) to
ensure the effectiveness of the plan and identify any potential weaknesses

14
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Business Continuity Management:

Disaster Recovery and Contingency Strategies

« Agency shall conduct the BIA to identify critical information systems

« Agency shall establish Recovery Time Objectives (RTOs) for the BIA
identified critical information systems

« Agency shall develop a Disaster Recovery Plan (DRP) documenting
activities necessary to restore critical information systems after disruption

« Agency shall assign disaster recovery roles and responsibilities
« Agency shall distribute copies of the DRP to key personnel responsible for

the recovery of the critical information systems (e.g., designated individuals
from the network team)
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Business Continuity Management: Disaster Recovery

Plan (DRP)

The process below provides a graphic representation for the steps required to

develop a Disaster Recovery Plan

Maintenance
of
Plan
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Business Continuity Management:

Disaster Recovery and Contingency Strategies

Agency shall establish a process to relocate to an alternate site to allow for
resumption of information system operations for ‘business critical’
functions within the defined RTOs and Recovery Point Objectives (RPOS)

» Agency shall establish contracts with third parties and suppliers to support
timely resumption of business critical operations at the site

« Agency shall ensure that equipment and supplies required to resume
operations at the alternate processing site are available

« Agency shall identify and document potential accessibility problems to the
alternate site in the event of a area-wide disruption/disaster

17
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Business Continuity Management:

Disaster Recovery and Contingency Strategies

« Agency shall establish primary and alternate telecommunication Service

Level Agreements (SLAS) with priority-of-services in accordance with

Agency’s availability requirements (e.g., RTOs), quality of service and
access

« Agency shall ensure that primary and alternate telecommunication service

18

providers have contingency plans
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Business Continuity Management:

Disaster Recovery and Contingency Strategies

« Agency shall establish documented procedures to restore and recover
critical businesses after an incident

* Agency shall implement procedures for the recovery and reconstitution of
the information system to a known state after a disruption, compromise, or

failure

« Agency shall have the capability to restore information system components
within the defined recovery time periods

« Agency shall develop measures to protect backup and restoration hardware,
firmware, and software

19
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Business Continuity Management:

Data Backups
« Agency shall establish an alternate site which shall be different from the
primary site

« Agency shall establish SLAs with the site/location owner to ensure data
storage and retrieval processes are not interrupted post an incident

« Agency shall ensure that the alternate site has information security
safeguards identical to that at the primary site

« Agency shall identify and document potential accessibility problems to the
alternate site in the event of a area-wide disruption/disaster

« Agency shall establish an authorization list to retrieve back-ups from the
alternate location
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Business Continuity Management:

Data Backups

« Agency shall conduct data backups of user-level (e.g., transactions) and
system-level (e.g., access logs, server operation logs, etc.) information at a
defined frequency, consistent with the established RTOs and RPOs

« Agency shall conduct information system security documentation (e.g. user
manuals, start-up procedures) backups at a defined frequency, consistent
with the established RTOs and RPOs

* Agency shall identify encryption/secure methods to backup data to
transportable media (i.e., tapes, CDs, etc.)

« Agency shall establish dual authorization (‘two-person control”) for the
deletion and destruction of Agency sensitive data
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Risk Assessment Framework &
Business Continuity Management Policy



Risk Assessment Framework

The Risk Assessment Framework, based on the National Institute of Standards
and Technology (NIST 800-53), was used as the basis to assess risk across the

State Agencies using the fifteen (15) security domains (noted below):

Information Security Risk Dashboard
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Risk Governance
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Business Continuity Management Policy:

Risk assessments conducted with State Agencies uncovered a number of risks
In environments with inadequately implemented Access Control Policy and
procedures. Remediation strategies were created to help Agencies address
gaps and implement necessary safeguards.

Overall Risks Identified Gaps Remediation Strategies

o Agencies have not performed (BIA) Agencies must perform BIAs to establish
* Unavailability of {5 getermine the criticality and priority RTOs and RPOs

systems in terms of RTOs and RPOs
supporting
mission critical ~ Many Agencies have not defined and  Agencies must define and document a
processes documented a contingency plan contingency plan
» Application or
]qultabase Most agencies have not developed Agencies must define and document a
alliure or and documented a disaster recovery  disaster recovery plan
exploited |
I plan
vulnerabilities
that render Many agencies do not perform data Agencies must perform data backups on

data unusable  backups are not performed on critical  critical IT systems at alternate storage sites
IT systems at the alternate storage
sites on a regular (at least daily) basis
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Business Continuity Management Policy:

Sample Challenges Potential Solutions

Lack of consensus
between executive and
Operations management

Organization has not
defined critical business
functions and RTOs

Lack of a comprehensive
notification and escalation
process

Regular testing and
exercises are not
conducted

Inappropriate assumptions
in formulating business
continuity and disaster
recovery plans
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Business managers need to provide the infrastructure team advance
notice to address capacity issues

Develop a structured planning and collaboration between the business
department and the IT department

Establish a list of the Agency’s critical information systems (e.g.,
through a BIA)
Establish acceptable tolerance levels for critical applications

Develop (based on Agency organization structure) and distribute call
trees to all Agency employees

Conduct table top BC and DR exercises
Conduct dry runs (or practice runs) in testing information systems to
study where the effects of a possible failure are intentionally mitigated

Conduct a comprehensive BIA

Share the findings of the BIA with the Agency leadership

Develop a strategy to include remedial measures based on these
findings into the development of business continuity and disaster
recovery plans



Next Steps
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Next Steps

1. Develop or update Agency’s InfoSec policies to align with published
State policies

Conduct Policy Gap Analysis

Develop Policy Implementation Plan of Action

Develop processes to enable the implementation of InfoSec Policies

Promote Agency-wide InfoSec policies awareness

o 0 A~ W N

Coordinate with DIS on training and guidance
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