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Agenda

Module 1 — Understanding Data Classification

Module 2 — Populating a Data Inventory

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not
be used or relied upon by any other person or entity.



Module 1 — Understanding Data
Classification



State of South Carolina Data Classification Schema

What data classification levels do we use?

In this part, we will be using the State’s Data Classification Schema.

Public Internal Use

Information intended or required for Non-sensitive information that is used in
sharing with the public daily operations of an agency
* Brochures « Work phone numbers
* Press releases * Policies
« Website material « Interagency communication

Confidential Restricted
Sensitive information in use by an Highly sensitive information protected by
agency statutory penalties
« Information security plans « Data received from the Internal
« Personally Identifiable Information Revenue Service (IRS)

(PI1) » Personal Health Information (PHI)

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not
be used or relied upon by any other person or entity.



Data Classification Importance

Why Not Protect Everything?

In this example, an agency decided to protect all data as “Restricted”. If an Agency treats all data within an
environment as “Restricted”, that Agency’s efforts will result in an alarming amount of over-allocated

resources.

Blanket Level

: — of Protection
Example Data Environment within an Agency

. Data Set #1 |
Public Data Set e ——
Internal Use Data Set Data Set #3
. . Data Set #4
Confidential Data Set o ——
. Restricted Data Set Data Set #6
Over-Allocated Resources Data Ser s/

Data Set #9
Data Set #10

Data Set #11 |
Data Set #12

Cost and level of effort
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Applying the Data Classification Schema

How can | apply the Data | example Scenario:

Classification Schema?
While populating the Data Inventory, a HR business process owner

Business process owner has accesses an agency application, PATT, that contains Social Security

the following tools to facilitate | Numbers (SSNs) and full names that were received from the IRS.

the data classification process:
Is this information Public, Internal Use, Confidential, or Restricted?

1. Data Classification * Business Process: HR Onboarding

Decision Tree
St What: SSNs and full names
*  Where: PATT

*  From Where: IRS

2. Potential Impact Table

Internal Use Confidential Restricted
| |
This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not 6
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Step 1: Data Classification Decision Tree

Process o o a_o
Data Classification Decision Tree

Information

the information were subject t
y ‘;‘ unauthorized altering, access, use,
es or disclosure, how would this
impact the agency?

Does the information
tie directly back to an
individual {e.g., home
address?)

Moderate/Significant

Can the infarmation be linked ta Wlas the infarmation Loss Incurred
any personally identifiable Yes assigned or created by
infarmation {e.g., link hame the Agency?
Yes Yes

address to Mame or 55M) 2,

Mo

Does the information
pertain to the Agency's
information security

MNo

MNo controls?
L J
o Little/Mo Loss Incurred—
Yes . Would the exposure of
7. this information result in
Can the information bea tatutory penalties?
Is the information linked to any persanally
intended for public identifiable information?
release? No
h 4
Confidential Restricted
Mo Including, but not limited to: Including, but not limited to:
# Information Security Plans _ « Information Received from the IRS
P Mcl‘mes._ﬁrewall SvE‘tl'I'I;s SSN, Bank Account Information
© Nﬁmail'l' Identifiable |mr:°“ (PuI} * Family Education Right and Privacy Act Info
Sacial Security Number, Bank Account Tax Records of Parents, Tax Records of
: _lh!nllc _ |I11_Erl'_la| Use Infermation, Drivers License Number, Home Students, Grades
Including, but not limited to: Including, but not limited to: Address, Date of Birth - . "
- _ Sa = Payment Card Industry Information
=  Publicfacing Website Content, Public = Employee Band, lob Code, Payrall Code, Job « Information Related to Law Enforcement Credit Card Numbers, Card Verlfication Values
Distributions, such as the state budget after the Title, Work Phone Numbers, Organizational Charts, ‘Witness Protection Informatien, Citizenship e H - ,nm,m.,_tim (HIPAA) :
public release, Meeting Agendas, Meeting Minutes, Interagency Documentation, Policies, Procedures, Status ' Health Insurance. Patient Tr‘:;“m'.m
Brochures, Press Releases and Standards » Information Related to Minars i ————— ;
Adaption and Foster Records = Elevated Pl Information
This procedure is intended solely for the infarmation and Intemal Use of the State of South Carolina and = Information Related to Employment Pil of individuals under unigue circumstances
its apencies and institutions, and is not intended to be and should not be used or relied upon by any other Termination Infarmation, Disakility such as litigation, focused marketing,
Information, Performance & Salary Information " doatinn

person or entity.
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Step 1: Data Classification Decision Tree

Process
Information

\4

Data Classification Decision Tree

Does the information
tie directly back to an
individual {e.g., home
address?)

Yes

Was the information

Can the information be linked ta

>

assigned or created by
the Agency?

Yes

any personally identifiable
infarrmation (e.g., link home
address to Mame or 55M) 2,

Mo

MNo

MNo

il

pertain to the Agency's
information security

the information were subject t
‘;‘ unauthorized altering, access, use,
or disclosure, how would this
impact the agency?
Mo Moderate/Sighificant
Loss Incurfled
Yes Yes
Does the information

controls?

"

Little/Mo Loss Incurred—

Would the exposure of

Can the infarmation be
linked to any personally
identifiable information?

Is the information
intended for public
release?

No

l I

Public Internal Use
Including, but not limited to: Including, but not limited to:
=  Publicfacing Website Content, Public = Employee Band, lob Code, Payrall Code, Job

Title, Work Phone Numbers, Organizational Charts,
Interagency Documentation, Policies, Procedures,

and Standards

Distributions, such as the state budget after the
public release, Meeting Agendas, Meeting Minutes,
Brochures, Press Releases

This procedure is intended solely for the information and Intermal Use of the State of South Caralina and
its agencies and institutions, and is not intended to be and should not be used or relied upon by any other

person or entity.

T
ves 7. this information result in
tatutory penalties?
No
h 4
Confidential Restricted

Including, but not limited to;

# Information Security Plans
IP muddresses, Firewall Settings

= Personally Identifiable Information (P11}
Social Security Number, Bank Account
Information, Drivers License Number, Home
Address, Date of Birth

= |Information Related to Law Enforcement

Including, but not limited to:
& Information Received from the IRS
SEN, Bank Account Information
# Family Education Right and Privacy Act Info
Tax Records of Parents, Tax Records of
Students, Grades

= Payment Card Industry Information
Credit Card Numbers, Card Verification Values

Witness Protecticn Information, Citizenship rsomal He rds Information {HIRAA)
Status Health Insurance, Patient Treatment

= Information Related to Minors Information
Adaption and Foster Records » Elevated PHl Information

= Information Related to Employment Pl of individuals under unique circumstances
Termination Information, Disability

such as litigation, focused marketing.

Information, Performance & Salary Information T
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Step 2: Potential Impact Table

Consider the potential impact of three scenarios

The second step in this process is to confirm the data classification assignment by using the table below.

Question to Ask

Financial Impact |What would the potential financial impact be if this information were compromised?

What would the potential reputational impact be if this information were

Reputational Impact compromised?

What would the potential operational impact be if this information were

Operational Impact compromised?

Potential Answers

Moderate Low
If you answered any of the above [If you answered any of the above [If you answered any of the above
questions with: questions with: questions with:
“a severe or catastrophic adverse [“a serious adverse impact” “a limited adverse impact”
impact”
This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not 9
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Data Classification Schema Review

Example Scenario Review: The data should be classified as Restricted because of the following:

* From IRS (source carries statutory penalties)
* PIl (social security number tied to a name)

» Critical to business process

Example Scenario Answer:

Restricted
Highly sensitive information in use by an
agency and protected by statutory
penalties if disclosed in an unauthorized
manner. Examples of restricted data

include personal health records, Social
Security Numbers,& data protected by
the IRS Publication 1075

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not
be used or relied upon by any other person or entity.
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Module 2 — Populating a Data Inventory



Data Inventory Preparation — Establish a Governance
Model

Why Establish a Governance Model?

A governance model communicates to all parties involved the various roles and responsibilities.

o Identify Business Processes to complete

o Leadership position inventory
Data Champion [ Understanding of information security e  Oversee business aspects of the Data
principles Inventory

o Promote data management best practices

Business Process . e  Complete the Data Inventory
o In-depth knowledge of a business process .
Owner o Classify the systems

BEICRINVENIIRAN o Attention to detail
OIIEIMTAAAG I =1ile=l ¢ Understanding of the Data Classification
Team Schema

Review, standardize, and finalize all
completed Data Inventories

NOTE: Please keep in mind that it is not necessary to create a new position within an agency.

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not 12
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Populating the Data Inventory

What about an Asset Inventory?

Populating a Data Inventory compliments the Asset Inventory that many agencies are in the
process of completing by expanding on the Information and Software Assets.

How do we fill out the Data Inventory?
4 4 » M| Cover Instructions 1. System Lewvel 2. Data Set Level Notes . ¥

Begin Data 1. Review the 2. Populate the Does the System 3. Complete the
& Instructions System Level Contain Confidential Data Set Level
Inventory

Document Tab or Restricted Data Tab

4. Review and Submit the
Data Inventory to the
Data Inventory Quality
Assurance Team

End Data
Inventory
Process

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not
be used or relied upon by any other person or entity.



Populating the Data Inventory

What resources are available to help agencies identify and classify data?

Covered in this presentation: Complimentary Material & Next Steps:

Data Classification and
Data Inventory System Control Analysis
Procedures

Data Classification Data Inventory

Training PowerPoint Instruction Guide

State of South Carolina’s State of South Carolina
Data Classification Data Protection and
Schema Privacy Policy

This training is intended solely for the information and Internal Use of the State of South Carolina and its agencies and institutions, and is not intended to be and should not 14
be used or relied upon by any other person or entity.



Conclusion
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